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ABSTRACT

The Covid pandemic was a pivotal episode in the evolution of the European
Union’s response to strategic disinformation. This article deploys assemblage
theory to advance a critical, interpretive understanding of truth contestation
as an increasingly salient dimension of geopolitical conflict — one in

which foreign actors seek to undermine the epistemic foundations of rival
political communities. Strategic disinformation assemblages, conceived

as foundationless, emergent, and heterogeneous composites of human and
nonhuman elements, exploited pandemic-induced uncertainty to challenge
public trust in EU institutions, health authorities, and countermeasures.

In response, the counterdisinformation assemblage evolved at both EU

and member-state levels. Through comparative case studies of France and
the Czech Republic, the article demonstrates that even under a shared
securitisation logic, counterdisinformation practices could diverge
significantly: France pursued a state-centric model emphasising digital
sovereignty and institutional capacity, while the Czech Republic exhibited a
more diffuse, civil-society-driven approach that was marked nonetheless by a
notable discursive militarisation.
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THE EU’'S STRUGGLE AGAINST STRATEGIC DISINFORMATION DURING
THE COVID PANDEMIC: AN ASSEMBLAGE APPROACH

INTRODUCTION

Truth contestation is an increasingly salient dimension of global
geopolitical conflicts. Safeguarding the integrity of the information space
in the face of the evolving challenge of foreign information manipulation
and interference remains an important political rationality behind recent
initiatives such as the European Democracy Shield (eurorean commission,
2025). Globally, countering disinformation poses risks for independent
journalism and contribute to authoritarian consolidation (cr. Lim & BraDSHAW,
2023). The research on disinformation, particularly its critical strand focused
on exploring political impacts of its production and dissemination but
also strategies of countering disinformation, thus maintains its practical
relevance and purchase.

The Covid pandemic is a key episode in the forming of the set
of rationalities, technologies and practices of the EU’s countering of
strategic disinformation — its counterdisinformation assemblage. Many
of the disinformation narratives circulated in the EU during Covid were
unorchestrated responses to uncertainty. However, strategic disinformation
campaigns enacted by foreign actors also considerably informed the
“infodemic” by producing or amplifying claims that carried the potential
to undermine trust in public authorities and policies. These ranged from
bizarre conspiracy theories, such as those about vaccines that supposedly
turn people into monkeys (skv news, 2021) and claims that the virus was a
biological weapon masterminded to create a totalitarian rule by global
elites, to falsehoods about the effectiveness of counterpandemic measures
put in place by the member states.

This article offers a conceptually innovative reading of the truth
contestation surrounding the Covid pandemic. Deploying the concept of
assemblage, it advances interpretive research on strategic disinformation

— for recent contributions to this research, see (.c., sTARBIRD, 2019; STARBIRD, ARIF

& WILSON, 2019; URAKAMIET AL.,2022; PASQUETTO ET AL., 2022; HAMELEERS, 2024; ISKANDEROVA,

2024; TRIPODI, GARCIA & MARWICK, 2024; MALHOTRA ET AL., 2025). It sheds light on the
modalities of contestation in global politics concerned with the epistemic
foundations (“truth regimes”) of societies on which certain economies of
power are erected. In particular, it focuses in detail on the evolution of
the EU’s counterdisinformation assemblage, conceived as one historically
specific articulation of a security assemblage, as the EU and its member
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states were confronted with a shifting challenge of strategic propaganda
and disinformation — understood by the EU as false or misleading content
produced and disseminated with the intent to deceive or seek economic or

political gains (COUNCIL OF THE EUROPEAN UNION, UNDATED) - during the pandemic.
In two detailed case studies of the Czech Republic and France, respectively,
the article shows how adaptation to this evolving challenge can take plural
pathways depending on social and cultural contexts and constellations of
actors’ interests and strategies.

The argument proceeds as follows. In the first section, a critical
survey of the scholarly literature on Covid and disinformation is presented.
It identifies three distinct streams: the descriptive, analytical and critical
ones. Then we explain how assemblage theory can be deployed in critical
disinformation research to advance an interpretive understanding of
contestation over truth in which geopolitical conflict reaches to the
epistemic foundations of the adversary’ societies, and discuss the evolution
of the EU’s counterdisinformation assemblage in this framework. The
assemblage theory, which conceives practices as foundationless, emergent
(rather than administered from a “centre”), complex and heterogenous,
offers itself as a productive perspective for better understanding this
contestation and track the dynamic and relational construction of this
counterdisinformation assemblage. Drawing on a “polemic” understanding
of contestation over truth as an increasingly significant dimension of
contestation in contemporary global politics (bitrvcr, 2026), it is situated in
a broader field of formation of assemblages as sociomaterial structures.
One kind of these mutating disinformation assemblages combines bots,
algorithms and infrastructures with human agency to collaboratively
produce, share and process disinformation; another kind is designed to
counter these disinformation machines: it concerns counterdisinformation
assemblages affixed to maintain or restore the “interiorisation function”
of the state by protecting its epistemic cores. Finally, the article
presents two detailed empirical case studies tracing the evolution of the
counterdisinformation practice during the pandemic.

DISINFORMATION AND THE PANDEMIC:
A CRITICAL LITERATURE SURVEY

The Covid pandemic, in addition to the 2016 US-election and the
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Brexit referendum, has been considered as a main episode in the evolution
of (counter-)disinformation assemblages. Scholars from a variety of fields
such as media studies, sociology, law and political science have examined
the spread and impact of disinformation, and possible countermeasures

agamst 1t (TANDOC ET AL., 2017; CONRAD & NEWMAN, 2024; SIMION, 2023; BASTICK, 2021;

VESE, 2022; MONSEES, 2023; POLLETTA & CALLAHAN, 2017). In this section we survey the
literature, identifying three strands of research: descriptive research that
is mostly interested in taxonomies of disinformation, a more analytical
research which is interested in the consequences of disinformation and
attempts at its regulation, and a more critical research that often draws
inspiration from poststructuralist or critical theoretical lines of social
inquiry. The value of this last strand, we propose, lies in particular in
its opening new venues for examining the impact of the production,
dissemination and countering of disinformation on the political life of
societies. Furthermore, it forms a vantage point from which the epistemic
dimension of the rising global geopolitical contestation (exman & EverTs, 2024)
that concerns truth regimes underpinning the exercise of power, can be
productively interrogated.

The descriptive research is concerned with the difficult task of
finding appropriate definitions for the different versions of mis- and
disinformation and how we can make sense of it in the context of EU

policies and politics (souza carcia & oLearr, 2024). An important distinction
lies between false information that is aimed at causing harm and that

which is not (warpLe & pEraKHsHAN, 2017). This distinction is necessary in order
to distinguish between intentional distribution of false information and
journalistic or technical mistakes. It is highlighted in, among other sources,
the EU definition of disinformation as “verifiably false or misleading
information that is created, presented, and disseminated for economic
gain or to intentionally deceive the public, and may cause public harm”
(CITED BY KACHELMANN & REINERS, 2023, P. 14), WhiCh we therefore consider useful
for orienting our own analysis below.

In the analytical research stream, social sciences have been pivotal
in expanding our descriptive knowledge about the spread, sources and
impact of disinformation and how it impacts public discourse, elections and

polarlsatlon (BAK, WALTER & BECHMANN, 2023; CZERNIAK ET AL., 2023; GALLOTTIET AL., 2020).

More recent literature in this stream focuses on the EU’s attempts to govern
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disinformation, especially in the wake of the Covid pandemic (uarrison 2021;

STORENG & DE BENGY PUYVALLEE, 2021, P. 1490). The key ﬁnding hereis“a high level of
engagement |by the EUJin its fight against disinformation, driven by serious
concerns of the risk of online disinformation” (SAURWEIN & SPENCER-SMITH, 2020,
r.7), especially in the context of elections. The main countermeasures
pointed out by the literature include more voluntary based measures such
as the fact-checking and self-regulation performed by platforms (isiv., ». 11)
but also direct governmental interventions such as content removal and
criminal sanctions (seLm & Nasu, 2021). Overall, disinformation is considered
a problem, for example because it increases resentment against migrants
and foreigners and fosters populist politics which use disinformation to
pursue their own policy goals (conrap, 2022).

More specifically, in the context of the pandemic, the term
“infodemic”, first introduced by the World Health Organisation (WHO),
is used to capture the relationship between disinformation and a broader
transformation of the public sphere (GALLOTTI ET AL., 2020; HEISS ET AL., 2021; VERITER,

BJOLA & KOOPS, 2020; RADU, 2020 ). However, this term is problematic as it suggests
that disinformation is just like a virus, spreading uncontrollably around
the globe. This ignores that the impact of fake news might be much more
diffuse and lie not only in the falsehood of the story as such but in a priori
structural conditions (e.g., antidemocratic, racist and sexist ones). The
analytical research often claims that singular events such as the 2016 U.S.
election or Covid led to a dramatic increase in disinformation (ueiss et ar.,
2021,r.1) —and that this necessitates a strong response. However, this often
neglects that disinformation has a much longer history (tanpoc, tim & Ling, P.
2017) and that many EU policies following Covid can be seen as extensions
of earlier processes rather than radical ruptures (carrarico & FARRAND, 2020).
In sum, this strand of research offers a more analytical understanding of
disinformation, but it falls short in understanding the broader societal
and political context.

The last strand of research is more concerned with the “chilling

effects” (VESE, 2022; HOBOKEN & O FATHAIGH 2021) that the countermeasures might
have on the freedom of expression and other constitutional liberties
(pEUKERT, 2024). According to this scholarship, some measures taken by the
EU (and its member states) may be a cause of concern, as “the pandemic
has encouraged strict government policies, which, acting under the threat
of loss of life, have passed particularly invasive human rights laws to
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manage the risks of online disinformation” (vese 2022, pr. 4s3-454). While the
trend towards overregulation and overreach into civil rights and liberties
in responses to disinformation has been in place for some time according
to these arguments, it further accelerated during the pandemic (nosoken «

O FATHAIGH, 2021, P. 10; VESE, 2022, P. 499).

This critical literature is concerned less with the immediate
effects of and responses to disinformation but uses the debates around
disinformation as a springboard for an analysis of their broader societal
effects and (mostly) unintended consequences (casero-RIPOLLES, TUNON &

BOUZA-GARCIA, 2023; SAURWEIN & SPENCER-SMITH, 2020; STORENG & DE BENGY PUYVALLEE,
2021). Building on concepts such as securitisation, governmentality or
feminist thoughts, research in this stream link disinformation and the
EU responses to wider traditions of sociological analyses of security (rup,

PURSIAINEN & EKLUND, 2025; AGAJANIAN & MORAN, 2025; MONSEES, 2023). For example,
grounding their argument in securitisation theory, Casero-Ripollés et al.
(2023) suggest that the EU has increasingly viewed disinformation through
a securitised, geopolitical lens (SEE ALSO EBERLE & DANIEL, 2023). Through this
“geopolitical logic”, the EU “conceives disinformation as a weapon used by
foreign rivals or enemies to exploit the vulnerability of democratic publics
to manipulation and interference” <CASERO'RIPOLLES, TUNON & BOUZA-GARCIA, 2023,
».3). Other authors such as Hoboken and O Fatnaigh (021 then point out
potential problems with the militarisation of EU disinformation policies
— such as that invoking the notion of emergency may hamper democratic
debates about alternative solutions to the (real) problem.

Beyond this argument, grounded in the standard securitisation
theory, one also finds in this stream explorations of fundamental
reconfigurations of power and subjectivity that are at play in debates and
policies concerning disinformation. Some of these highlight the networked
nature of agency and accountability, e.g. by conceptualising disinformation
as a “socio-technological assemblage of risk” (saURWEIN & SPENCER-SMITH, 2020).
This perspective foregrounds the complex and multifaceted nature of the
digital environment in which the production, circulation and consumption
of disinformation occur through “a combination of platform design,
algorithms, human factors and political and commercial incentives” (isip.,
r.834). This strand of research thus helps us to see how disinformation —
and countering it — through a multiplicity of actors can become a means
of reshaping the relationship between the state, citizens and media and
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ultimately our ideas about “truth” in the public sphere (see naywarp, 2025).
In this article we build on these insights and expand them by using the
concept of assemblage in order to deepen our critical understanding of
the effects of disinformation.

DEPLOYING ASSEMBLAGE THEORY IN
CRITICAL DISINFORMATION RESEARCH

Building on this last line of inquiry, in this article we advance the
critical interpretive understanding of disinformation and countering it.
We do so by focusing attention on the hybrid nature of contestation in
global politics, where epistemic foundations (“truth regimes”) of political
communities increasingly become an object of conflict. These epistemic
foundations, we argue, are indispensable for exercise of political power.
As they are more easily within reach because of technological progress
yielding digital communication technologies and facilitating the creation
of new, deterritorialised fields of contestation, their disruption is not just
a strategy of domestic political dissent but also of geopolitical conflict —
and is securitised as such by state security apparatuses that evolve to face
it as a security problem. Assemblage theory, which conceives these polemic
practices by collective agents in global politics as foundationless, emergent,
complex and heterogenous, is a useful lens for better understanding the
nature of this contestation, so far undertheorised in the interpretive
disinformation research, over the fundamentally political question of
what constitute key and irrefutable truths enabling the exercise of power
in political communities (cr. roucaurt 2000) and, from a liberal, problem-

solving perspective (ADLER & DRIESCHOVA, 2021).

Drawing on a number of notable contributions to the thinking
about global politics and security through assemblages (amonc oTHERS, onG &

COLLIER, 2005; SASSEN, 2006; MCFARLANE, 2009; ABRAHAMSEN & WILLIAMS, 2009; ACUTO & CURTIS,

2014; DITTMER, 2013; MULLER, 2015; DOUCET, 2016; ARADAU, 2017; BUEGER, 2017; LOPEZ-LUCIA &
DE ALMAGRO, 2023) and its continental theory inspirations, we understand an
assemblage as a heterogenous, decentred and fragmentary composite of
diverse elements, including agents, things, discourses, rules and institutions,
affixed for some strategic purpose (SEE, IN PARTICULAR, DELEUZE & GUATTARI, 1987;

DELEUZE, 1992; MARCUS & SAKA, 2006; ACUTO & CURTIS, 2014; MULLER, 2015; DITTMER, 2017).
Through the assemblage theory lens, the dimension of contestation in
global politics that takes epistemic foundations of political communities
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as its object can be understood as a polemic relationship (cr. pitrycH, 2026)
of two distinct types of assemblage (which may take various specific
forms): the strategic disinformation assemblage and the counterdisinformation
assemblage. The latter branched out from the security assemblages as it
recomposes itself in response to the threat “picture” it takes by using
previous and developing new forms of security knowledge.

Strategic disinformation assemblages, from this perspective, can
be conceived as makeshift composites arranged and deployed with a
strategic intent by external actors in the context of the geopolitical
contestation to challenge fundamental truth regimes with another polity.
They feature both truth formation and truth contestation tactics, which
are strategically deployed to disrupt the shared sense of reality, “common
sense” and basic narratives and sentiments through which facts are made
intelligible; and reshape the terrain on which deliberation in democratic
societies take place. While their content is subject to metamorphosis — in
processes of appropriation, recoding and repurposing — this disruption
function enacted by collaboration on composition, distribution and
circulation, is the trademark of the disinformation assemblage. By far
not all disinformation circulated within western democracies can be
traced to Russia and/or China or other adversarial outside actors, or
in any way linked to the geopolitical contestation. Even disinformation
produced collectively can be a result of a coordinated effort without foreign
interference — while the domestic disinformation assemblages may be
borrowing “pieces of code” from available transnational pools. The strategic
disinformation assemblages discussed here are those that can exploit
domestic controversies but are linked to one particular and increasingly
more pronounced dimension of geopolitical contestation that qualitatively
differs from the more conventional propaganda: efforts to undermine the
epistemic foundations of rivals and adversaries’ political communities
and disrupt the exercise of power within them. In the conditions of the
information revolution, one of the key landscapes of contestation is social
media “platforms”. Far from being contained communication spaces, these
platforms are a complex field of contestation where truth regimes are (re-)

produced and challenged (SEE. FOR EXAMPLE, COSENTINO, 2020; AYTAC, 2024; VALASKIVI

& ROBERTSON, 2022).

It is against this challenge that counterdisinformation assemblages
emerge — they are assembled to counter strategic disinformation and to
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maintain and restore the space in which government can be performed.
Their declared objective is the removal of insecurity and restoring the
“interiorisation function” of the state (peLEuze & cuatarrr, 1987). Thisis a function

that produces a space in which government can be exercised by means of
appropriation, purification and externalisation of difference. Responding
to the securitisation of the epistemic challenge, countedisinformation
assemblages constitute particular formations of broader state security
assemblages as these evolve over time, repacking and repurposing elements
from previous composites (drawn, for example, from the counterterrorism
assemblage) — and, when confronting the contestation on social media,
combining practices of sovereignty (prohibition), surveillance (discipline)
and governmentality in new hybrid composites.

The potential of assemblage theory to interpret strategic
disinformation is anchored in the specific understanding of the
disinformation and counterdisinformation apparatuses that populate
global politics as a field of contestation. Strategic disinformation
assemblages are foundationless. They have no fixed essence and, unlike
more conventional, ideologically grounded propaganda machines, are
defined by no singular, totalising forms of knowledge — while potentially
borrowing from multiple ones without a pressure for overall coherence.
They are also emergent. They are made up of elements, their unity
achieved only by their functioning together in a temporary symbiosis,
and always makeshift, transforming over time in a strategic yet not
necessarily orchestrated morphogenesis. Finally, they are complex and
heterogenous, with components drawn from both human and nonhuman
estates, involving human agents, material artifacts and infrastructures
that become linked but also remain autonomous (be Lanpa, 2006). The
counterdisinformation assemblages might seem to be more “founded” yet
they are not necessarily aligned with the epistemic foundations they are
tasked to protect — and as a matter of fact, these foundations are also not
immutable as they are rather defined by their function: that of maintaining
consent with the exercise of a political power productive not only of
certain discursive orders, but also of certain sociopolitical hierarchies.
Like strategic disinformation assemblages, while following a certain line
of force, the counterdisinformation assemblages are also emergent; and
like the former, they are complex composites of heterogeneous elements
— for example, both “state” and “nonstate” elements.
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Mobilising the assemblage theory for use in disinformation research
may benefit the interpretive study of disinformation by exploring how
strategic disinformation and the security practice of countering it operate
across spatial and temporal contexts. The perspective can moreover shed
light on how the polemic relationship between disinformation production
and dissemination practices on one hand, and protecting the securitised
epistemic foundations of the state on the other, functions as a field of
contestation in global politics. Unlike other concepts such as the network,
for applications of network theory to the study of disinformation see (s.c.,

DELLA LENA, 2024; SMITHET AL., 2021; AZZIMONTI & FERNANDES, 2023), WhiCh offer a useful
methodological toolbox for exploring linkages between elements and also
pointing out/to social associations’ emergent and complex properties,
assemblage theory focuses the analytical gaze on social production and the
exercise of power. This exercise is enacted in a field of formation where (in
our case, strategic disinformation and counterdisinformation) assemblages
emerge in a relationship of functional complementarity due to their
disruption / maintenance objective related to established truth regimes
constitutive of power relations. Furthermore, the wide array of agents
affixed together in an assemblage can serve to balance the reductionist
technological determinism in the disinformation research with its emphasis
on communication technologies or algorithmic structurings that push into
the background human habitus and dispositions as well as social and
cultural contexts in which (dis-)information is collaboratively produced,
shared and processed by human agents. Finally, the emphasis on the
foundationless character of assemblages does not make the disinformation
research removed from or immune to the polarisation and politicisation
that define it at present (cr. pAsQUETTO, LIM & BRADSHAW, 2024). However, it does
provide a vantage point from which contestation in global politics can
be explored and analysed without a commitment to one particular truth
(regime) or another.

DISINFORMATION AMIDST COVID:
SECURITISATION AND ADAPTATION

The Covid pandemic as a global crisis created a new dynamic for the
evolution of disinformation and counterdisinformation assemblages. The
former ones, which had the epistemic foundations of liberal societies as
their target, adapted to the new circumstances in which the global health
crisis translated into domestic states of exception authorised and sustained
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by biopolitical concerns over public health (see aLso RYcHNOVSKA, 2021; ELBE, 2022;
ELBEET AL, 2023 ). They amplified and exploited the related controversies —and,
in the view of the EU and its member states, exploited “gaps of knowledge”
“among EU populations, in other words the epistemic crisis caused by the
pandemic resulting from individuals’ confinement as well as the irregularity
of the pandemic as a (hyper-)event (tackrLing THE covip-19, 2020). The narratives
they produced and disseminated through the material content circulation
infrastructures they comprised (cr. Brapsuaw & NarbIs, 2022) addressed Russia
and China’s roles in the crisis, public trust in the EU’s member states, and
dominant truth claims related to the virus’s origin and the effectiveness
of the adopted countermeasures to limit the spread and health effects of
the pandemic — such as the isolation policies or the vaccines.

How the EU counterdisinformation assemblage problematised the
threat the disinformation machines built around China and Russia posed
for European security is well described in the EEAS public situation reports.
The first set of descriptions contained there portrays the disinformation
assemblages, as seen by the EU securitising gaze, as forming a distinct
basic discourse of identity and difference. In the disinformation narratives
produced and disseminated in these assemblages, Russia and China
were constructed as responsible, altruistic powers that were (allegedly)
ready to come to others’ rescue rather than as actors playing a role in the
virus’s conception and spread (geas, 20204, 20208, 2020¢, 20200 ). They were also
presented as internally efficient in containing the disease — in China’s
case, for example, by virtue of its centralised governance model (geas,
20200). Conversely, the EU was portrayed as selfish and as betraying its own
values when confronted with Covid. When discussing the member states,
the narratives combined a more conventional and ideological propaganda
with disinformation to “support” this narrative identity construction.
They presented them as decayed and ready to collapse, or alternatively as
deliberately turning into “fascist hygiene dictatorships” (isio, that heralded
the end of the liberal world — including by virtue of the forced but fake
“vaccinations” in which controlling nanochips, toxins, or DNA-altering
proteins were implanted into bodies of the populace (geas, 20204, 2020¢c).

In addition to these conspiracy narratives, the disseminated
disinformation furthermore comprehensively addressed countermeasures
enacted or advocated by public authorities in the EU. This set of narratives
comprised coordinated false health information designed to amplify the
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negative sentiments against the lockdown measures in the EU (geas 20208)
as well as those related to the vaccines. Targeting the trust of the public in
the official information in the conditions of uncertainty and crisis, these
narratives countered the member states’ appeals (or demands) for citizens
to get vaccinated and thus check the spread of the disease by asserting
that the vaccines were unnecessary, ineffective, risky or even harmful. A
testimony to the diversity (and occasional incoherence) of the content
produced by the disinformation assemblages, these narratives, intended
to undermine the knowledge supporting the vaccinations whose use was
advised or ordered by public authorities, were compounded by massive
advertisements for “efficient” and “highly desired” Russian and Chinese
vaccines that were intended to increase their purchases while undermining
the trust in the western vaccines — such as the “monkey vaccine” produced
by AstraZeneca (isi..

The EU’s counterdisinformation assemblage, as a branch of the
more general composite security assemblage acting as an apparatus for
“management of unease” (sico, 2002) at the member state and institutional
levels, was adapting to this evolving challenge that continued to be
conceived under the hybrid threat rubric. This can be seen as an extension
of a process traced back to Russia’s annexation of Crimea (2014), after
which “hybrid threats” — a wide array of phenomena compressed in a
single security problematique — became more salient in the security field. To
counter the strategic disinformation assemblages, which were conceived
as deterritorialised and as undermining, delegitimising and destabilising

democratic societies (JOINT COMMUNICATION, 2018; EEAS, 2015), challenging their core
values and principles, weakening social cohesion and dividing populations,
and removing trust in EU institutions and member states’ governments
in the conditions of corrupt communication and a (hyper-)polarisation of
the political debate, new means of intervention were called for to restore
the inside/outside boundaries — and so restabilise the (sovereign) domestic
order through inscriptions of a stable sense of collective identity (surorean

SECURITY UNION STRATEGY, 2020; JOINT COMMUNICATION, 2016).

This call to arms became more forceful with the widening of the frame
of disinformation as a core security problem. The early focus on competing
interpretations of particular events such as Russia’s first aggression against
Ukraine (2014—) and its later threats of electoral interference shifted to
the undermining of democratic foundations and public health concerns by
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means of “systematic information and manipulation and disinformation
by the Kremlin” as a “significant and direct threat to the Union’s public
order and security” (europEaN councir, 2022). The Covid pandemic was a key
event facilitating this shift. Hand in hand with the volume of disinformation
on the causes, the nature of the disease, its treatment and responses
by member states’ public authorities, a public health-security nexus was
established, including by means of the introduction of terms such as
infodemic that “|[feed] on people’s most basic anxieties” (tackring THE covip-19,
2020). The challenge of the infodemic to the epistemic foundations of
European polities through its subversion of the knowledge about the
epidemic and its broader challenge to their bureaucratic rationality were
conceived as a cause of individual “risky behaviours” — from not washing
one’s hands to refusing to isolate or wear masks, or be vaccinated — and
of an undermining of the trust in democratic government (isio.).

This securitisation process (for a critical analysis of it, (see veriTer,
2025)) was an impetus for an enlargement of the countersecurity assemblage
but also a modification of its basic political rationality and corresponding
technologies. As a result, security responsibilities were becoming more
distributed. Member states’ security apparatuses and European institutions
but also corporations, NGOs (“watchdogs”) and individuals were being
enlisted in the “whole-of-society” effort to combat disinformation.
Private corporations were pressured to take responsibility for “content

moderation” (EUROPEAN DEMOCRACY ACTION PLAN, 2020; EUROPEAN COMMISSION, 2022) and
were (often reluctant) targets of regulatory practice. They were required
to promote “authoritative content” from national and international health
agencies, inform users when they interacted with disinformation, report
instances of social media manipulations or coordinated “inauthentic
behaviour”, or demonetise the dissemination of disinformation (rackrine

THE COVID-19, 2020; EUROPEAN COMMISSION, 2022). Nonetheless, their actions were
deemed insufficient: the EU security apparatus continued to problematise
what it considered the providers’ failure to protect the public interest
(eeas, 2020c) on one of the key platforms of contestation (see above) by
continuing to monetise disinformation and conspiracy theories related
to Covid, and resisting efforts to make digital identities more transparent
(making it “nearly impossible to detect and attribute covert behaviour”
((eeas, 20208)) or the content algorithms (isio.). The verification (“fact-
checking”) practice was another way to enlist nonstate actors in efforts to
indirectly counter the epistemic challenge of the disinformation and “set
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things right” through a collaboration between NGOs, media, independent
researchers, and platform providers.! Furthermore, individuals too were
increasingly being expected to do their part in countering disinformation.
Their faculties (“critical thinking”) became a target in efforts to increase
individual resilience.?

This broad involvement of many agents — outlined if not always
successfully enacted, as the case studies below show — correlated with
the generalised and capillary understanding of the threat of the strategic
disinformation permeating and corroding European societies. It was also
facilitated by the fact that the push for more punitive and prohibitionist
approaches was constrained, even in the conditions of exceptional politics,
by law, as well as by the complex relationship of mutual enhancement
but also frictions between (“resurgent”) sovereignty and neoliberal
governmentality. As a result, the prohibition and punishment rationalities
enabled by the exceptional politics were countered by approaches more
focused on individualisation and responsibilisation. This contributed to the
development of many internal varieties within the EU countedisinformation
assemblage. The following section explores in more detail two of these
varieties at the member state levels, namely those of France and the Czech
Republic.

VARIED MOVEMENTS

The cases of France and the Czech Republic show the varied evolution
of different member states’ elements of the EU counterdisinformation
assemblage during the pandemic. Each represents a member state of a
different size, history and geography. At the same time, in both, strategic
disinformation and propaganda were clearly securitised before and during
the pandemic, and the counterdisinformation assemblage evolved as a
result of the securitisation process.

In both cases, the securitisation process took place in the broader
EU context,and a part of the solution has been sought at the EU level. That
said, the case studies show how the same securitisation process, even in
this shared context, could lead to different outcomes. The shaping of the
counterdisinformation assemblage to counter disinformation in France
had a strong state-centric logic and, as a consequence, was shared by the
desire to establish digital sovereignty. In contrast, in the Czech case the

= CZECH JOURNAL OF INTERNATIONAL RELATIONS 51/3/2025%



DITRYCH ET AL.

constitution of the counterdisinformation practice was less directional
and more diffused from the outset, suggesting how a securitisation
driven by the state might not be the only or even the dominant form of
securitisation. The absence of a strong centralised push on behalf of the
state institutions was offset by a coalition of different actors within the
assemblage. The case shows how in response to a perceived inaction or
inefficiency of the government, nonstate actors, including think tanks,
media and private companies, can utilise their networks and resources
to mainstream conceptions of security and the related truth regimes,
sometimes in close cooperation with individual actors from within the state
institutions. However, the pre-Covid investment in the agenda by elements
of the governmental security apparatus also meant that, ironically, the
countering of disinformation was militarised and conceived in terms of
the discourse of (hybrid) war. This framing would then be adopted also
by the nonstate actors involved in the counterdisinformation assemblage,
and sustained by their subjectivation as “elves” fighting malign “trolls” in
an atavism-generating instance of a Tolkien-inspired imaginary infusing
present-day politics.

FRANCE

The main trigger of the counter-disinformation policy in France
before Covid was the electoral interference by Russia. After the 2017
presidential election that witnessed various disinformation campaigns,
including the “Macron Leaks”® the law against the manipulation of

information (assemsLEe NaTiONALE, 2018) Was passed to protect the integrity
of the elections. An interministerial committee to counter information
manipulation was set up and it brought together the relevant ministries
and intelligence services.

Under the law, candidates and political parties could now appeal to
a court to order a removal of a massive and artificial circulation of false
information in the three months before an election.* The law made its
violations punishable by a prison sentence of up to 12 months and a fine of
EUR 75,000 as it outlawed behaviours that were conducive to dissemination
of disinformation, for example a failure to disclose a financial amount
that was provided to a media source in exchange for its publishing certain
content. Furthermore, the Supreme Council for Audiovisual Media (Le
Conseil supérieur de laudiovisuel, CSA) could now suspend broadcasting
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or the provision of digital services controlled or under the influence of a
foreign state if it or they intentionally disseminated disinformation that was
likely to manipulate electoral results — a response to the growing audiences
of the Russian state media RT and Sputnik as well as the inadequate
regulation of the online content they produced, and the understanding
of this as a security concern.®

This securitisation process took place against the backdrop of
framing in security terms the emergence of the global digital space, which,
in the words of the then Foreign Minister Jean-Yves Le Drian, “posed new
risks of alienation of individuals and societies” (sociéTes civiLes, 2018). As @
result, the internet had to be regulated. This, President Macron stated
at the time, was “[a] sine qua non condition for a free, open and secure
internet, as envisioned by its founding fathers” (rrorenTING, 2018). HOwever,
while the law was also criticised for allegedly giving the government the
power to censor the information space and monopolise and police the
truth (cuitLaume, 2019), it remained more on the governmentality than the
sovereignty side: not prohibiting or coercing, but rather establishing a
duty of cooperation for social media companies that obligates them to
disclose the sources of funded political content, implement faster removal
systems for disinformation, provide users with better mechanisms to report
suspicious or false content, and offer more transparency, but without giving
the government effective means for the enforcement of the law.

The key declared political rationale of the counterdisinformation
assemblage was the need to preserve “information integrity”. The most
important state institutions involved in this effort were the Ministry of
Foreign Affairs, the Ministry of the Interior and the Ministry for Digital
Affairs, as well as the DGSE (civil intelligence), the National Cybersecurity
Agency (ANSSI) attached to the SGDSN (the General Secretariat for
Defence and National Security within the Prime Minister’s Office), and the
French Data Protection Authority (CNIL). The strategic communications
coordinated through the Government Information Service (Service
d’information ud Gouvernement, SIG) at the Prime Minister’s Office should
also be seen as forming a part of the counterdisinformation assemblage.
Furthermore, from the outset, a number of media literacy and fact-checking
initiatives were involved, either through civil society entities or as official
media projects. AFP Factuel was an example of the latter.
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With the advent of Covid came disinformation and conspiratorial
narratives in the French public information space that were aimed at
disrupting mainstream truth regimes concerning the origin of the virus
and the countermeasures to it (lockdowns, mandated vaccination, the
pass sanitaire, which was seen as an infringement of personal freedom,
mask mandates, state support to alleviate the economic impact of the
lockdowns and other restrictive measures). They further sought to instil
doubts about the public authorities’ general sense of direction and ability
to respond to the pandemic — or the timing of their response (e.g. a
wave of online content hashtagged #1lsSavaient, “they knew |... and did
nothing]”; see (zsieren, 2020)) — as well as to, alternatively, frame Covid as a
fabricated health crisis designed to control the population. According to
these conspiratorial narratives, the virus either did not exist at all, or was
intentionally disseminated by the government, for example with the use of
5G towers (which were also “theorised” as suppressing immune systems).
Later, Covid vaccines also were framed as material artifacts of control that
alter the recipients’ DNA or insert microchips into their blood stream.

Actors linked to both Russia and China amplified the locally
produced disinformation, and ensured the rapid spread of controversy-
stirring content that posed challenges to the knowledge produced to
support the government’s actions or contributed to forming the public
opinion that the government was overreaching and/or failing to address
the health crisis. Even before the full-scale invasion of Ukraine, Russia
was considered as a key state strategic disinformation actor. According to
French governmental statements, Russia was attacking France as well as
other democratic states through an “enterprise of massive destabilisation”
and using “information and interference manoeuvres” (Fauroux, 2024).
Initially, a particular attention was paid to RT and Sputnik, which could
be clearly identified as vehicles of strategic disinformation due to their
uncontested relationship to the Russian state. However, later other tactics
in the Kremlin playbook, including forgeries and blending factual reporting
with fake news on social media platforms, were problematised. As a part of
the strategy to counter Russia’s strategic disinformation, the government
publicised campaigns such as Portal Kombat and Matrioshka (2024)
and RRN/Doppleginger (2023) and directly attributed them to Russia.® In
comparison, China received less attention — despite, for example, a widely
publicised report by IRSEM, the Defence Ministry think tank (cuaron &
JEANGENE VILMER, 2021), and public information about the Chinese Infektion
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2.0 disinformation campaign, which advanced the conspiracy narrative
that Covid first appeared at a U.S. military base (cuisert & PEDROLETTI, 2021).

The adaptation of the counterdisinformation apparatus during
Covid took both a legal and an institutional form. Disinformation related
to the pandemic, now seen as posing a threat to public health, and the
“communication wars” waged by Russia and China, were the key themes
of the securitisation narratives underlying these changes (senar, 2020). The
legislative adaptation consisted in the adoption of the law on the fight
against hate speech, or the “Avia Law” (2020). The draft law stipulated that
social media platforms had to either remove “manifestly illegal” content
that was reported to them or be fined up to 4% of their global revenues
in case of their noncooperation (cr. Babouarp, 2020). However, the draft was
significantly moderated already during the parliamentary procedure.
Then the core provisions forcing the platform providers to remove content
were struck down by the Constitutional Court. Therefore, the only new
significant obligation for the social platform providers imposed by the law
was the duty to simplify the reporting process.

After the failure of the ambitious regulatory efforts, the focus of the
adaptation efforts turned to institutions. First, the task force “Honfleur”
was created to detect and analyse information destabilisation efforts. In
2021, building on the Honfleur model, a new state service, Viginum, which
was attached to the SGDSN, was created to protect against foreign digital
interference. Doubling down on the information environment control
— even without the strong legal framework that the government failed
to put in place — Viginum was tasked to specifically trace and debunk
malicious content on digital platforms that involves foreign powers.|i|
The agency’s core mission was therefore to maintain the internalisation
function of the state by marking, as fast and reliably as possible, foreign
(“outside”) sources of disinformation and mechanisms of its amplification
and mass distribution. Russia and China, and also Tiirkiye, were most often
mentioned as the relevant foreign powers in this respect in the public debate
at this time — in the case of Russia, this was also connected with its earlier
attempt at electoral interference (matevon, 2021; conen, 2021). Furthermore,
Arcom (Autorité de régulation de la communication audiovisuelle et
numérique) was created in 2022 as a public authority that merged the CSA
and the Haute autorité pour la diffusion des oeuvres et la protection des
droits sur internet (Hadopi). Arcom allocates broadcasting licences and
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is tasked with the implementation of online space regulations. It is also
the national authority charged with facilitating the implementation of the
Digital Services Act (DSA) in France.

The adaptation of the French counterdisinformation assemblage
to Covid and the strategic disinformation campaigns led to attempts
at a strong regulation of the platforms and (more successfully) an
institutional development of the governmental core of the assemblage. The
securitisation of the disinformation weakening the epistemic foundations
of the state, which was already present as a result of Russia’s electoral
interference, and, moreover, could build on the earlier securitisation of
radical Islamist movements’ communication campaigns, intensified. In
spite of its interest in claiming sovereignty over the national informational
domain, the government’s political technology of choice was regulation
and institutional capacity development rather than direct prohibitionist
and punitive (“sovereign”) interventions to counter threats of “digital
interference” (ingérences numériques) by foreign powers. The French
counterdisinformation assemblage developed a strong institutional core
focused on early threat identification and response, understood in terms
of both strategic communications and active measures (ripostes). The
Operational Committee for the Combat Against Information Manipulations
(COLMI), chaired by the SGDSN; Viginum, the intelligence services and the
foreign, defence and interior ministries were all key bodies involved in the
performance of the former task. The foreign and defence ministries were
also particularly active in performing the second task. However, since its
inception, the assemblage has also manifested a certain distributive quality
with a dense network of, e.g., fact checking entities that are either NGOs or
affiliates of the established media; as well as media literacy initiatives such
as Entre les lignes, which expanded during Covid with the aim to increase
societal resilience against the dissemination of disinformation. Last but
not least, ever since its inception, the French counterdisinformation policy
was designed to actively shape and make use of the EU’s efforts.

THE CZECH REPUBLIC

The Czech counterdisinformation assemblage gradually formed in
the aftermath of Russia’s first aggression against Ukraine in 2014 (for a
detailed overview see (eBerLE & DANIEL, 2023)). During the second half of that
year, and especially in 2015-2016, the issue of pro-Russian disinformation
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was first picked up by journalists from leading liberal media (Respekt,
Hospodd7ské noviny). In this, they were joined by civil society actors —
think-tanks and NGOs like European Values, the Prague Security Studies
Institute, Jagello 2000 or, later, the Czech Elves. These actors started
assembling lists of disinformation websites, publishing op-eds, organising
seminars, and launching fact-checking initiatives and media literacy
programmes. Non-state actors were — and still are — key to the counter-
disinformation assemblage in Czechia (for an overview see (syrovatka, 2021)),
with new initiatives appearing (and disappearing) every year.

In contrast, the involvement of state actors has ebbed and waned,
depending on the changing levels of political support for the counter-
disinformation agenda, among other things. From the very beginning,
security institutions were closely engaged in the assemblage, especially
the domestic counterintelligence Security Information Service (BIS) and
a newly created unit at the Ministry of the Interior — the Centre against
Terrorism and Hybrid Threats (CTHH). However, they enjoyed varying
levels of political support from the Sobotka (2013—-2017) and Babis (201
—2021) governments, as well as different degrees of involvement of other
state actors, such as the armed forces. The close involvement of security
institutions meant that the question of disinformation was predominantly
approached through a security lens, and disinformation was often
presented as a part of a broader coordinated campaign of ‘information
war’ or ‘hybrid warfare’. This was visible in official documents, especially
the National Security Audit (Ministry of the Interior of the Czech Republic
2016), but also the Defence Strategy (MINISTRY OF DEFENCE OF THE CZECH REPUBLIC,
2017), which explicitly labelled “targeted disinformation activities” as part of
Russia’s “hybrid campaign” (isio., ».7). Some contestation of the securitising
logic — even if it was rather partial, implicit and reluctant — came from
NGOs and academics approaching the problem of disinformation as a
matter of critical thinking and media literacy (GREGOR & VEJVODOVA, 2018; NUTIL,
2018). From the beginning, social media were considered as an important
site for disinformation production and dissemination, and of countering it.
They were seen as a channel through which the external enemy — especially
Russia — was able to penetrate and corrupt the social body through “their
manipulative use, disinformation campaigns and propaganda” (ministry

OF THE INTERIOR OF THE CZECH REPUBLIC, 2016, P. 128). Monitoring of social media,
especially Facebook groups, then became a key activity of prominent civil
society actors, such as the Czech Elves.
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The response by the Czech counterdisinformation assemblage to
Covid could then be separated into two parallel tracks. The first was that
of the government, which lacked a coherent strategy to respond to the
pandemic itself, and came with only very limited initiatives in regard to
countering the related disinformation. The second was the civil society
response, which was spontaneous and rather extensive, often making up
for the missing role of the state. On the one hand, these nonstate actors
participated in securitising Russia and China, as well as promoting the
official vaccination line to the public. On the other hand, these efforts
proved socially divisive.

The communication by the government was hyperpersonalised,
with Prime Minister Andrej Babi§ presenting himself as a bold leader
who is simultaneously courageous, responsive to the demands of the
people and “one of us” — a prototypical Czech citizen (zanrapbNicKova & SEREK,
2023). From the very start, the government’s communication securitised
the pandemic, amply using war rhetoric, mentioning battles against the
virus, speaking about frontlines, etc. The reaction was compounded by
the intergovernmental rivalries: various ministers sometimes argued with
each other on social platforms and competed for purchases of medical
equipment from other countries. This style of communication “created
something which can be called permanent chaos” (eisL & GrREGOR, 2021, . 267).
Some of the institutions tasked with countering disinformation, such as the
Centre against Terrorism and Hybrid Threats (CTHH), indeed played their
part, e.g. by compiling and publicising a list of Covid-related disinformation

(CENTRUM PROTI TERORISMU A HYBRIDNIM HROZBAM, UNDATED) —thus mirroring EEAS’s
activity on the national level. But the effectiveness of their efforts was
limited by the inept communication of the government as a whole.

The failures of the government led to an intense reaction from civil
society. A number of do-it-yourself activities started to be organised soon
after the pandemic outbreak, especially to counter the problem of the
lack of masks. Groups and individuals shared their experiences in online
fora while new apps (such as eRouska) were also developed without the
government’s support to navigate people through the pandemic (cuarvar,
2021). There were also a number of specifically counterdisinformation
activities by both established non-state actors and newcomers. Among
the former were the Vaccine against Disinformation by the NGO European
Values (european vaLugs, 2020) and Disinformation Disinfection by People in
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Need (DEZINFORMAéNi DEZINFEKCE, UNDATED). Among the latter was the collective
CI9 Disinfoservice,a cooperation of a leading news website, Seznam Zprdvy,
with technological companies, academics and NGOs (seznam zpravy,
unpatep). These initiatives focused on monitoring and debunking Covid-
related disinformation that was being circulated on social media, and via
‘alternative’ websites as well as chain mails.

Overall, the Covid pandemic helped to both solidify the core of
the counterdisinformation assemblage, and spur its further growth,
which led to a certain diversification. Due to the mainstreaming of
the counterdisinformation agenda during Covid, the key actors of the
assemblage, that is, those who already possessed expertise and resources,
could rather easily use the opportunity and increase their exposure in both
traditional and social media channels. The solidification of the assemblage
core was reflected in the increased public role of nonstate actors such
as the Czech Elves or the Semantic Vision company, whose outputs and
commentaries became highly visible in the media. On the state side, the
government, after some hesitation, finally adopted its National Strategy
Jor Countering Hybrid Interference (ministrY oF perENCE, 2021) and supported it
with a social media campaign. The strategy was not explicitly tied to the
Covid context save some public statements (cesky rozuras, 2020), instead
setting broader objectives of state, societal and critical infrastructure
resilience. It also shied away from naming specific external hostile actors.
The aggravated level of the threat of disinformation campaigns during
Covid, however, facilitated keeping the issue high on the security agenda
and resulted in a comparatively unique and ambitious document. On
the parliamentary level, a special Permanent Commission was set up
(LanGSApLOVA, 2020) With a leading role for opposition politicians, who would
now push the issue — and continue doing so in prominent roles under the
Fiala government, which was in office in 2021-2025.

In this core of the assemblage, the drive towards securitisation
of disinformation continued and was even reinforced by the increasing
tensions with both Russia and China. These tensions resulted from a
series of diplomatic frictions and incidents, from the controversial visit
of the President of the Czech Senate to Taiwan (zeLenka, 20214, 20218) to the
April 2021 revelation that the until then unexplained 2014 explosions in
a Czech ammunition depot near the village of Vrbétice — which killed two
people — were in fact the work of Russian intelligence operatives. In this
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logic, Covid disinformation was approached primarily as yet another tool
of Russian and Chinese influence activities. This also solidified the role of
the Security Intelligence Service (BIS) as a key actor, as it now engaged in an
ever more proactive communication with the public (brrrvcn, 20200. On the
other hand, the unprecedented scope of the Covid disinformation led also
to the rise of a set of actors with a parallel and rather distinct perspective
in which disinformation is seen primarily as a social issue (eserLE & DaNIEL,
2023). This led to the rise of a parallel (and much less influential) group
within the counterdisinformation assemblage, which focused mostly on
researching the spread and effects of disinformation in the Czech public

(57w, 20m0).
CONCLUSION: A STAYING CONFRONTATION

The Covid pandemic outbreak created a global health crisis as
well as a fertile ground for strategic disinformation campaigns in liberal
societies that targeted their epistemic foundations. Hand in hand with
the securitisation of the evolving disinformation assemblages under the
broad rubric of hybrid threats, the counterdisinformation assemblage as
a multilevel composite of security rationalities, technologies and practices
to counter the threat, developed to restabilise the EU’s internal political
space. This counterdisinformation assemblage provided an overall strategic
direction to the efforts to counter the epistemological challenge to the
member states posed by strategic disinformation campaigns deployed as
a means of statecraft in the conditions of rising geopolitical contestation.
However, elements of this assemblage evolved in tactically different,
sometimes nonlinear ways, acting on each other across different levels. The
cases of France and the Czech Republic show how even in the conditions
of a successful securitisation of strategic disinformation, the constitution
of the countersecurity apparatuses could take different pathways, as it
could reflect and adapt to specific political and cultural contexts — for
example, the strong desire to enact digital sovereignty in the French case
and the legal obstacles to it, and the more socially diffused operation of
the apparatus in the Czech case yet with curious tendencies toward a
discursive militarisation nonetheless — as well as interests of governmental
and nongovernmental actors (sometimes mutable over time) pertaining to
which disinformation narratives and discursive frames would be targeted by
security practices or who would be included in the counterdisinformation
assemblage and who would not.
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The legacies of the innovation and adaptation of both the
disinformation and counterdisinformation assemblages during the
pandemic remain relevant in the ongoing contestation over the epistemic
foundations of the EU member states today against the background of a
wider (geo-)political contestation in global politics. Strategic propaganda
forming alternative realities and strategic disinformation campaigns
aiming at subverting hegemonic regimes of truth will continue to aim to
manipulate political outcomes in liberal democracies through electoral
interference provided that elections will remain central as decision points
in liberal politics. However, as foreshadowed during the adaptation of the
disinformation assemblages during Covid, these campaigns increasingly
focus also on undermining the epistemic foundations of liberal political
orders, with an ongoing shift toward the cognitive domain concerning
the shared notion of truthful representation — that is, there is a shift
from the focus on the uptake of intentionally misleading information
toward an information processing through manipulation of a priori
established interpretive frames, filters, emotions and heuristics (catena,
DITRYCH & KOVALCIKOVA, 2025). Shared notions of truth about what is will remain
a subject of contestation in which the disruption function enacted by
disinformation assemblages, and the maintenance or restoration by the
counterdisinformation assemblages related to the interiorisation function
of the state will seek to outcompete each other. The assemblage theory,
positing these assemblages as foundationless yet strategic, complementary,
emergent and productive of social relations and power, can contribute to
reinvigorating the critical research on disinformation and propaganda.In
so doing, it can help us to grasp the broader challenge of truth contestation
being weaponised as an important dimension of the great power conflict.
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ENDNOTES

Inthe EEAS’s words, “the work of independent media and fact checkers s crucial to de-
liver[ing] reliable and authoritative information about the pandemic” and “paramount
in mitigating the potential harmful consequences and enhancing societal resilience.”
EEAS Special Report Update: Short Assessment of Narratives and Disinformation around the
Covid 19 Pandemic, 20 May and 2 Dec. 2020.

“Empowering citizens to critically analyse information online is key to addressing dis-
information.” Tackling the Covid-19 Disinformation, op. cit.

Two days before the second round of the presidential election,in which Emanuel Macron
competed with Marine Le Pen, ca. 20,000 emails from the Macron campaign, to which
a few forged ones with scandalous content were added, were made public on a #Chan
forum to be quickly spread further by pro-Kremlin social media accounts (see Hénin,
2023).

Before the law entered into force, the Constitutional Council ruled that the judge (juge
des référés) could order a removal of information only if it was evidently false or mislead-
ing, and also if there was a clear risk that it could impact on the vote.

“Russia Today et Sputnik ne se sont pas comportés comme des organes de presse et des
journalistes, maisils se sont comportés comme des organes d’influence, de propagande,
et de propagande mensongeére, ni plus, ni moins|Russia Today and Sputnik did not behave
like news outlets and journalists, but rather like instruments of influence, propaganda
and disinformation — nothing more, nothing less],” President Macron stated during the
press conference with Vladimir Putin in Versailles on May 29, 2017. Cf. France Info (29
May 2017).

Portal Kombat was a label given to a network of at least 193 portals disseminating con-
tent legitimising Russia’s war on Ukraine while seeking to undermine Western soci-
eties’ support for Ukraine’s defence. Matrioshka specifically targeted fact-checking
affiliates of major media such as BFMZV, Le Parisioen, Libération, and Le Monde as
well as Banque de France and DGSI, the French counterintelligence. See “Comment
fonctionne Matriochka, la derniére campagne de désinformation pro-russe débusquée
parlaFrance,” Télérama (11 June 2024), available at: https://www.telerama.fr/debats-re-
portages/comment-fonctionne-matriochka-la-derniere-campagne-de-desinformation-
pro-russe-debusquee-par-la-france-7020812.php.

According to the official decree it was mandated to engage in “computerised and auto-
mated processing of personal data... to detect and describe operations that directly or
indirectly involve a foreign state or a foreign nonstate entity [and| that are aimed at the
artificial or automated, mass and deliberate dissemination [...| of allegations or impu-
tations of facts that are manifestly inaccurate or misleading and are likely to harm the
fundamental interests of the state.” Décret No. 2021-1587 (7 December 2021), available
at: https://www.legifrance.gouv.fr/eli/decret/2021/12/7/PRMD2131887D/jo/texte.
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